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ITOJIO’KEHUE
OB UH®OPMAIIMOHHOM BE3OIACHOCTHA
B MOBY COII Ne 6

I. O0mue moJioxeHus.

1.1. Hacrosiee Ilonoxxenue pazpaborano B pazpaboTano B cooTBeTcTBUU ¢ DenepanbHbIM
3akoHOM OT 27.07.2006 Ne149-®3 «O0 undopmanmu, nHGOPMAIIMOHHBIX TEXHOJOTHUAX U O 3aIIUTE
nHpopmanun», PenepanbHbiM 3aKk0HOM OT 27.07.2006 Nel52-D3 «O mnepcoOHaNbHBIX JTaHHBIX,
[TocranoBnenuem IlpaBurensctBa PO ot 01.11.2012 Ne 1119 «OO6 yrBepxaeHun TpeOOBaHUN
K 3alUTe MEePCOHAIBHBIX JAaHHBIX MPH UX 00paboTKe B MH(POPMAIMOHHBIX CUCTEMaX MEPCOHAIBHBIX
naHHbIX», [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxkaennn CocTaBa U CoJlepKaHUs
OpPTaHU3AIMOHHBIX U TEXHHYECKUX Mep MO 00EeCIeYeHNI0 OE30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPH
ux 00paboTke B HH(POPMAIMOHHBIX CHUCTEMaX NEPCOHAIBHBIX NaHHBIX», APYTMMHU HOPMAaTHUBHO-
MIPaBOBBIMU aKTaMH M WHBIMH JOKYMEHTaMH B cdepe MHPOPMAIMOHHOW O€30MacHOCTH M 3allUThI
nHpopMaIuu.

1.2. ITonoxenue pernamentupyet nomutuky MOBY COII Ne 6 (manee — Opranuzanusi) 1o
3amuTe uWHGpOpManuu, 0e30MacHOCTH WHMOPMALMOHHBIX W KOMMYHHKAIIMOHHBIX PECypcoB U
TEXHOJIOTUH, TOpsIKe oOpameHuss C JOKyMEHTaMH, COJIEP)KAIlUMHU CIIYy>KEOHYI0 HWH(POpPMAIIHIO
OTPaHUYEHHOTO PaCHPOCTPAHEHUS U YCTAHABIIUBACT:

- 00BEKTHI 3amMTHl MHPOPMALMU U CYOBEKTHl JOCTyNMa K HMHPOpManuud HHOOPMAIIMOHHBIX
CUCTEM U PECYpPCOB;

- OCHOBHBIE YTp0o3bl HH(POPMAITMOHHOW Oe30macHocTH B OpraHu3anuu;

- OCHOBHBIE MPUHIUIIBI TOCTPOCHHUS CUCTEMBI 3alTUTHl HHGopManuu OpraHuzaiuu;

- MEpBI, METOABI B CpeACcTBa oOecrieueHust HHHOPMAITMOHHOH 0€30acHOCTH.

1.3. Hacrosimee Ilonoxkenue pazpaboTaHO C IENbIO YCTAaHOBIEHHUS HAJUJICKAIIETO IMOpSIKa
paboThI U co3aanne OE30MACHBIX YCIOBHH At 00YyYaIOMIMXCS U COTPYIHUKOB OpraHu3anuu, a TakxKe
UCKJIIOUYEHUS] BO3MOXHOCTH HapylleHHs TpeOoBaHMH 10 oOecredeHno HMH()OpMaIMOHHON
0€30MaCHOCTH U 3alUThl IEPCOHAIBHBIX JAaHHBIX YUaCTHUKOB 00pa30BaTeNbHbBIX OTHOIIECHUH.

1.4. Jlannoe Ilonmoxxenue pa3memaercs Ha oduuuanbHoM caiite OpraHuzanuu B
MH(OPMAaLIMOHHO-TEIIEKOMM YHUKAIIMOHHOM cetn IHTepHeT.

I1. O0beKTHI, MoAJIeKaIIHE 3aAIUTE

2.1. B Opranuzanuu obpabatbiBaeTcsi HHGOpMAaIK, COAEpIKallas CBEIEHUS OrPaHUYEHHOTO
pacrnpocTpaneHus (cinyke0Has nHpopMaIus, MepcoHabHbIC JaHHBIE), U OTKPBITHIE CBEIACHUS. 3aIIUTE
noJyiexar Bce HMH(pOpMalMoHHble cucTeMbl OpraHu3ali, HE3aBUCHMO OT HMX MECTOHAXOXKJICHMS,
qucsmecs Ha OyxranrepckoMm yuete Opranusaiu.

2.2. OcHOBHBIE OOBEKTHI, MOAJIEKAIINE 3AIIUTE:

- UH(QOPMAIIMOHHbIE CUCTEMBI NMEPCOHANBHBIX AaHHbIX (Hanee — UCIIJIH), a Takxke OTKphITas
(obmenocrynHas) uHGopmarus, Heooxoaumas it pabotel OpraHu3aniy, He3aBUCUMO OT (OpMBI U
BU/JIA €€ MPE/ICTaBICHMUS;

- mpouecchl 00paboTku HMHpOpManuu B HMHOPMAIMOHHBIX cucTteMax OpraHusanum,
nH(OpMalMOHHBIE TEXHOJIOTHH, PETJIAMEHTHI U MIPOLEeAYypbl cOopa, 00pabOoTKH, XpaHEHUsSI U Mepelaun
uH(pOpMaINH;

- uHpopmanroHHas HH(PACTPYKTypa, BKJIIOYAIOIIass CUCTEMbl OOpabOTKM U aHaIu3a
uHpoOpMalUY, TEXHUYECKHEe M TpOrpaMMHBIE cpeacTBa €€ oOpaboTKu, mepeaayd M OTOOpaXKeHHs,
B TOM YHCJI€ KaHaJbl UH()OPMALIMOHHOTO 0OMEHA U TEJIEKOMMYHHUKAIIUU, CUCTEMbI M CPECTBA 3aIIUThI
uHpopMaluu.

2.3. OcobeHHOCTH 00BEKTOB, MOIJICKAIINX 3AIUATE:

- 00beAMHEHUE B €AMHYIO CHCTEMY OOJIBIIOTO KOJUYECTBA TEXHUUECKUX CPEJICTB 00pabOTKH U
nepenayu HHGpopmaIuy;

- HE00XO0AUMOCTh 00ECTIeYEeHHUsI HEPEPHIBHOCTH (DYHKIIMOHMPOBaHUs OpraHu3aluu;

- BBICOKAsi MHTEHCUBHOCTbh HH(OPMAIIMOHHBIX IOTOKOB;

- pa3HOOOpa3ue KaTeropuii MoIb30BaTENCH.



II1. enu u 3apa4n cucTeMbl o0ecnieyeHUs] HHPOPMAINMOHHOI 0€3011aCHOCTH

3.1. CyOnekramu qoctyna K uHGopmanmu npu odecredeHnr HHHOPMAITMOHHON O€30MacHOCTH
Opranuzanuu siBJIsSIFOTCSA:

- pabotHuku OpraHuszalnuy, y4acTBYIOLIHME B HH(OpPMAIMOHHOM OOMEHE B COOTBETCTBHH
C BO3JIO)KCHHBIMH Ha HUX JIOJKHOCTHBIMH O0SI3aHHOCTSIMU;

- (us3uueckue nMIA, CBENEHUS O KOTOPHIX HAKAIUIMBAIOTCS, XpaHATCS U 00pabaThIBArOTCS
B HH(OPMALIMOHHBIX cucTemMax OpraHuzanuu (B COOTBETCTBHHM co cT.14 denepanibHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHalbHbIX TaHHBIX»);

- COTPYJIHUKHU BHEIIHUX OpraHMU3alliil, 3aHUMAIONINXCS pa3pab0TKOM, MOCTaBKOW, PEMOHTOM H
o0ciTykMBaHUEM 000PYyI0BaHUS WM NHPOPMAIIMOHHBIX CUCTEM.

3.2. IlepeuncieHHbIM CyObEKTaM J0CTyNA K HH(GOPMAIIUKA HEOOXOIUMO 00ECTICUHTD:

- CBOEBPEMEHHOCTh JIOCTYIa K HE00X0JuMOi UM HHpOpMaIuH (ee JOCTYIMHOCTD);

- IOCTOBEPHOCTH (TIOITHOTY, TOUHOCTH, aKTYaJIbHOCTh, LIEJIOCTHOCTD) HH(OpMAaIH;

- KOH(PUACHINATBHOCTh (COXpAaHEHUE B TailHE) OMpeesIeHHON YacTu UHPOPMAILIUH, 3AIIUTY OT
HaBS3bIBAHUSA JIO)KHOH (HEIOCTOBEpHOU, HCKaKEHHOH ) HH(pOpMAaIINK;

- BO3MOXKHOCTh OCYIIIECTBIICHHUSI KOHTPOJISL U YIIPaBJICHUS IporieccaMu o0pabOTKU U Meperadyu
nH(pOpMAIIHH;

- 3aIIUTY UH(OPMALIUU OT HE3aKOHHOTO PACIIPOCTPAHECHHUS.

3.3. llenpro obecnieueHuss MHPOPMAITMOHHON Oe3omacHOCTH B OpraHu3aiiiu, Ha JOCTHKCHHE
KOTOpO#l HampaBiieHO Hacrosiee IlomokeHue, sBiseTcs 3amIUTa OT BO3MOXKHOIO HAHECEHHS
cyObeKTaM J0CTyna K MHPOPMALUU MAaTepPHAIBHOTO, (PU3HMUECKOT0, MOPAJIILHOTO WM WHOTO yiiepoa
MOCPEACTBOM CIIYYalHOTO WJIM MpeIHaMEPeHHOro BO3JACHCTBUS Ha HH(OpPMalMIO, €e HOCHUTENH,
nporecchl 00pabOTKM W Tepefadd. YKazaHHas LeNb JOCTHTaeTCs IOCPEACTBOM OOECICUEHUsT H
MIOCTOSIHHOTO MOJIeP>KaHUS CIEeIYIOIIUX CBOMCTB UH(OpMaLiu:

- JOCTYHHOCTH WH(GOpMAaIMU s aBTOPU30BAHHBIX CYOBEKTOB J0OCTyma (yCTOMYMBOTO
(GYHKIIMOHUPOBAHMSI CHCTEMbI, TPU KOTOPOM aBTOPU30BAaHHBIE CYOBEKTBHl JOCTyHa HUMEIOT
BO3MOKHOCTb IOJTy4eHHsI HeOOXOAMMOM H(pOpMAaINN);

- LEJIOCTHOCTU M ayTEHTHUYHOCTH (MOJTBEpXKJIEHUE aBTOPCTBA) MH(OpMAIUM, XpaHUMOH U
oOpabaTsiBaemoii B cucteMax OpraHu3aliy U repeaBaeMoi 1o KaHajaam CBSI3H;

- KOHQUIEHIINATILHOCTH — COXPaHEHUs B TallHE ONpeAeIeHHOM yacTu HHPOPMaIUH, XpaHUMOH,
oOpabaThIBaeMOi U repeaBaeMoi 1o KaHalaM CBSI3H.

HeoOxonuMelil ypoBeHb AOCTYHMHOCTH, LETOCTHOCTH M KOH(QHIESHIMAIBHOCTH HH(OpMaIuu
o0ecrieYnBaeTCcsi METOJIaMHU M CPEJICTBAMHU, COOTBETCTBYIOIIMMU MHOXKECTBY 3HAYMMBIX yTPO3.

3.4. OcHOBHBIE 331a4H CUCTEMbI 0OecrieueHus] HHPOPMAIIMOHHON O€30MaCHOCTH.

Jlist AOCTYOKEHHsI OCHOBHOM €M 3aIUTHl M 00ECTIeUeHUs] YKa3aHHBIX CBOWCTB MH(POPMALIUU
cucreMa HH(pOpMaIMOHHast 6€30MMacHOCTh JT0JIKHA 00eCTIeYrBaTh PELICHNE CIEAYIOMINX 3a/1a4:

- CBOEBPEMEHHOE BBISBICHHE, OIEHKY H MPOTHO3UPOBAHHE HCTOYHUKOB  YTPO3
MH(POPMAIMOHHON 0€30IacCHOCTH, TNPHUYMH U YCJIOBUH, CHOCOOCTBYIOLIMX HAHECEHUIO YyIuepOa
cyObekTaM HH()OPMAITMOHHBIX OTHOIICHUH, HAPYIIEHUIO HOPMAIbHOTO (PYHKIIMOHUPOBAHHSI CUCTEM;

- CO3/IaHUE MEXaHM3Ma OIEPaTUBHOIO PearupoBaHuUs Ha Yrpo3bl 6€30MacHOCTH HH(pOpMaIuy;

- CO3/laHWe YCIOBHW I MHHUMH3AIMM W  JIOKAJW3allM HAHOCHUMOTO  ymiepoa
HEMPAaBOMEPHBIMH JIEHCTBUAMU (PU3MUECKUX U FOPUIANYECKUX JIUL, OCIa0JIeHue HEraTUBHOTO BIMSHUS
Y JINKBUJAIHS TTOCIIEICTBII HApYIIEHHUs 0€301MacHOCTH HH(DOpMAaITnH;

- 3alIUTy OT BMEWIATEeNbCTBA B TMpouecc (YyHKIMOHUpOBaHUA cucTeM OpraHuzanuu
MOCTOPOHHUX  JHIl (mocTym K  WHGOPMAMOHHBIM  pecypcaM  JIOJDKHBI ~ HMETh  TOJIBKO
3aperUCTPUPOBAHHBIE B YCTAHOBICHHOM IOPSIKE MOJIb30BATEINN);

- pa3rpaHMYEHHE JOCTYIA IMOJIb30BaTeNe K WH(OPMAIIMOHHBIM, alllapaTHBIM, TPOTPaMMHBIM
U HMHBIM pecypcaM — oOecleyeHHe IOCTyNa TOJbKO K TeM pecypcaM M BBINOJIHEHHUS TOJIBKO TeX
Olepanuii ¢ HUMH, KOTOpPhIE HEOOXOAWMBI KOHKPETHBIM ITOJIb30BATEISIM JUISI BBITIOJHEHUS CBOMX
CIIy>keOHBIX 00s3aHHOCTEI;

- obecrieyeHrne ayTeHTU(UKAITUH TTOJTH30BAaTENeH, YIaCTBYIOIIUX B HHPOPMAIMOHHOM OOMeHe
(moaTBepIKIACHNE OIJIMHHOCTH OTIIPABUTENS U TIOTy4aTess HH(GOpMAIHN);



- 3aIUTY OT HECAaHKI[MOHUPOBAHHON MOAM(UKALNY UCTIONb3YEMBbIX B CCTEMaX MPOrpaMMHBIX
CPeACTB, a TaK)Ke 3alUTy CHCTEM OT BHEIPEHUS HECAaHKUMOHHWPOBAHHBIX IPOTPaMM, BKIIOYAs
KOMIIbIOTEPHBIE BUPYCHI;

- 3amUTy WHOOPMAIIMK OT YTEUKH M0 TEXHUYECKUM KaHaJlaM IpH ee 00paboTKe, XpaHESHUH U
nepeaaye 1o KaHajaam CBS3H.

3.5. OcHOBHBIE TyTH pemeHus 337ady CHCTeMbl HMH(OPMAIMOHHOH OE30MacHOCTH
Opranuzanuu.

OcHoBHBIE LIeMH oOecriedeHus: NHPOPMAIIMOHHON OE30MaCHOCTH M PELICHUE MEePeUYHCICHHBIX
BBIILIE 3a/1a4 JOCTUTAIOTCS:

- y4€TOM BCEX MOJIEKALIMX 3aIUTe HH(OPMALMOHHBIX cucTeM OpraHusanuy;

- yu€TOoM JEWCTBUU TIEpCOHANA, OCYIICCTBIIIOMIETO OOCIYy)KHBAaHHE W MOJAH(PHUKAIUIO
IIPOrPpaMMHBIX M TEXHUYECKUX CPE/ICTB KOPIIOPATUBHOM MH(POPMALIMOHHOM CUCTEMBI;

- TIOJIHOTOH, peaJlbHOM BBIOJHHUMOCTBIO M HETPOTHBOPEUMBOCTHIO TPEOOBAHUN JIOKAIBHBIX
HOPMAaTHUBHBIX akTOB OpraHu3anuy 1o Borpocam odecreueHust HHGOpMaIMOHHON 0€30acHOCTH;

- TIOATOTOBKOH JOJDKHOCTHBIX JIMI[ (paOOTHUKOB), OTBETCTBEHHBIX 32 OpPraHMU3ALHUI0 U
OCYILECTBJICHHE IPAKTUYECKUX MEPOIIPHUITUH 110 0OecreueHu0 HHPOPMALMOHHOM 6€3011acHOCTH;

- HaJeleHWeM Kaxuoro paborHuka (momnw3oBarens) OpraHuzanud ~ MHUHUMAJIbHO
HEOOXOAUMBIMU JUUIsl BBINOJIHEHUSI UM CBOMX (YHKLIMOHAIbHBIX OOS3aHHOCTEH MOJHOMOYUSMH IO
JO0CTYIy K HH(GOPMAIMOHHBIM pecypcam Opranusanu;

- YEeTKUM 3HAaHMEM U CTPOIMM COOJIFOJCHMEM BCEMHU I10JIb30BaTENsIMU HH()OPMAIIMOHHBIX
cucreM Opranm3anuy TpeOOBAaHWN JIOKAJBHBIX HOPMATHBHBIX akTOB OpraHu3amiy 1O BOIPOCAM
obecrieueHrss ”HPOPMAIIMOHHOM 0€30MacHOCTH;

- TMIePCOHAILHONW OTBETCTBEHHOCTBHIO 32 CBOM JCHUCTBHSI KaXJOro pabOTHWKA, B PAMKax CBOMX
(GYHKIHMOHATIBHBIX 00s3aHHOCTEI UMEIOLIEro AOCTYN K MH(OpMaMoHHbIM pecypcam OpraHu3zaiuu;

- HENpPEpBHIBHBIM MOJJCPKAHUEM HEOOXOIUMOTrO YpPOBHS 3allUIIEHHOCTH 3JEMEHTOB
nH(pOpMalMOHHBIX crcTeM OpraHu3anuy;

- TIPUMEHEHHEM IPOTrPaMMHO-ANIAPATHRIX CPEACTB 3aIIUTHl MH(MOPMAIMK W HETPEPHIBHOM
aJIMUHUCTPATUBHOM MOJIEPIKKON MX UCIIOIb30BaHUS;

- 3()eKTUBHBIM KOHTPOJIEM HaJl COOJIIO/IEHUEM I10JIb30BATEISIMU HH(OPMALIMOHHBIX PECYPCOB
Opranuzanuu TpeboBaHMi 0 o0ecieyeHno HH(POPMALIMOHHOM 0€301MacHOCTH.

IV. OcHoBHbIe yrpo3bl nHGOpMANMOHHOI O0e3onacHocTH Opranuzanuu

4.1. CymiecTByeT /iBa BUJa yrpo3 HHGHOPMAIIMOHHONW O€30MaCHOCTH:

- HICKYCCTBEHHBIE — YI'PO3bl, BBI3BAHHBIC JEATEIBHOCTBIO YENIOBEKa;

- €CTECTBEHHBIC — YI'PO3bl, BbI3BaHHBIE BO3JECHCTBUSIMH Ha MH()OPMAIIMOHHYIO CUCTEMY U €€
JIEMEHTbl OOBEKTHBHBIX (U3UYECKUX MPOLECCOB TEXHOTCHHOTO XapakTepa WIM CTUXUHHBIX
MIPUPO/IHBIX ABJICHUH, HE 3aBUCAILIUX OT YEIOBEKa.

4.2. HauOonee 3HaYMMBIMM yrpo3amMu HWHGOpPMAMOHHON Oe3omacHocTH OpraHuzanuu
(cmocoOamu HaHeceHus yuiepOa cyObekTaM HH(GOPMALlMOHHBIX OTHOLIEHH) SBIISIOTCSA:

- HapyleHue (YHKIMOHAIBHOCTH KOMIIOHEHTOB HH(OpPMAaIMOHHBIX cucteM OpraHusanum,
OsoKkupoBaHWe WHGOpPMAIMU, HAPYUIEHHE TEXHOJOTHYECKHX IPOIECCOB, CPHIB CBOEBPEMEHHOIO
peleHus 3a1a4;

- HapylleHUE IEeJIOCTHOCTU (UCKa)XKeHHe, IIOJIMEHA, YHHUYTOXKEHUE) HH(POPMAIMOHHBIX
pecypcoB Opranu3zaiui, a Takxke ganbcuuranus (mojenka) J0KyMEeHTOB;

- HapylleHHe KOH(PUIEHIIMAIbHOCTH (pa3rilalleHne, yTeuKa) MepcoHaIbHbIX JaHHBIX.

4.3. OcHOBHbIE HCTOYHUKH yIpo3 HHPOPMALMOHHON Ge3omacHocTH OpraHu3aiim:

- HempeIHaMepeHHble (OIMOOYHbIE, CllydaliHble, 0€3 3J10r0 yMbICIa U KOPBICTHBIX LIEJeil)
HapyLIEeHUs] YCTaHOBJIEHHBIX pPErJIaMEHTOB cOopa, o0paboTKM W mepenadyd WHGPOpPMAlMU, a TaKxKe
TpeboBaHui Oe3omacHOCTH HWHGPOPMAIMK W JIPyTUe ACHCTBUS TMOJb30BaTelied WH(POPMAIMOHHBIX
cucreM Opranmzanud (B TOM 4Hcle paOOTHUKOB, OTBEYAIOUIMX 33 OOCIyXXMBaHUE U
aJIMUHUCTPUPOBAHNE DJIEMEHTOB HMH()OPMAITMOHHBIX CHUCTEM), IPUBOIAIINE K HEMPOU3BOIUTEILHBIM
3aTparaM BPEMEHHU U PECYpCOB, PA3IJIAIICHUIO CBEACHUN OTPAaHMYCHHOTO PACHpOCTpPaHEHUs, MOTepe
IIEHHOW MH(OPMAITUU WIH HAPYIICHUIO PaO0TOCTIOCOOHOCTH 3JIEMEHTOB HH()OPMAITMOHHBIX CUCTEM;



- IpeAHaMepeHHble (B KOPBICTHBIX LEINAX, MO NMPUHYKICHUIO TPETBUMM JIMLAMH, CO 3JIbIM
YMBICIIOM M T.II.) JEHCTBHA JIeTajdbHO JOMYIICHHBIX K MH(OpMAIMOHHBIM pecypcam OpraHuzanuu
noJjip30BaTene (B TOM yuciae padOTHHUKOB, OTBEUAIOIIMX 3a OOCIY)KMBAaHUE U aJMHHUCTPUPOBAHHE
3JIEMEHTOB HMH(OPMALMOHHBIX CHUCTEM), KOTOpBIE NPUBOAAT K HEMPOM3BOIUTEIHHBIM 3aTpaTaM
BPEMEHHU U PECYPCOB, pa3IJalllEeHUIO CBEIEHUI OrpaHUYEHHOI'O PaclpOCTPaHEHMs], MOTepe LIEHHOH
uHbOpMAIMM WM HAPYIIEHUIO pabOTOCHIOCOOHOCTH JIEMEHTOB HWH(POPMALMOHHBIX CHUCTEM
Opranuzanuu;

- YAaQJIEHHOE€ HECAHKIIMOHMPOBAHHOE BMEIIATENIbCTBO IMOCTOPOHHUX JIML[ M3 BHEIIHUX CETEH
obmiero HazHaueHus (mpexiae Bcero dyepes ceTb VHTepHeT), uepe3 JierajgbHble U
HECAHKIIMOHMPOBAHHBIE KaHAJbl MOAKIIOYEHHUS K TaKUM CETSIM, MCIOJIb3Yys HEIOCTATKU MPOTOKOJIOB
0o0MEeHa, CPEe/ICTB 3aIUTHI U pa3rpaHUYCHUs YAAJICHHOTO JIOCTYIa K MH(POPMALMOHHBIM pecypcam;

- OIIMOKY, TOMYIIEHHbIE IIPU pa3pabOTKe 1eMEHTOB HH(OPMALMOHHBIX cucTeM Opranunsanuu
U MX CHUCTEM 3alIHUThl, OLTMOKH B MPOTPaMMHOM OOECIIEYEHUH, OTKa3bl U COOM TEXHHUUYECKUX CPEACTB
(B TOM 4HCIIe CPEICTB 3aIIUTHl HH(OOPMAITUH);

- TEXHHYECKHE COOU IIIEMEHTOB HH(DOPMAIIMOHHBIX CHCTEM.

4.4. Ilytu peanu3zauuu yrpo3 HHGpopMamoHHoi 6e3onacHocTy OpraHuszaluu.

4.4.1. Ilytm peanu3anuu HENPEIHAMEPEHHBIX HCKYCCTBEHHBIX YIpo3 HH(GOPMalMOHHON
6e3onacHocTy OpraHu3anuy.

PaGotHukm  OpraHuzanmuy, SBISIONIMECS  aBTOPU30BAaHHBIMH  CYOBEKTAaMH  JOCTYIa
MHOOPMALIMOHHBIX CUCTEM, a Takke paOOTHUKH, OOCIYXMBAIOIIUE OTIEIbHbIC 3JIEMEHTHI
WH(POPMAIIMOHHBIX CHUCTEM, SBIISIIOTCS BHYTPEHHHMH HCTOYHUKAMH CIIy4ailHBIX BO3ICHCTBHIA.
OcHOBHBIE MYTH pealu3alil HENpeJHAMEPEHHBIX MCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIrpo3
nHpopManMoOHHOH Oe3omacHocTH OpraHu3anuu (IeHCTBUS, COBEpIIaeMble JIOABMH CIIy4ailHO, IO
HE3HAHMIO0, HEBHUMATEJIbHOCTU WJIM XaJIaTHOCTH, U3 JIFOOOMBITCTBA, HO 0€3 3JI0r0 yMBICIIA):

- HEOCTOPOXHBIC JEHCTBUS, NPUBOMAALIMNE K YAaCTUYHOMY WM MOJHOMY HApYyIICHUIO
(GYHKIMOHATIBHOCTH JIEMEHTOB MHPOPMALMOHHBIX cucTeM OpraHuzanum;

- HEOCTOPOKHBIC CWCTBHUS, NPUBOIANIME K pasrjalleHuI0 WHPOPMALUU OTPAHUYCHHOTO
pacrpocTpaHeHHsI WM Jiefatolye ee 00eI0CTyIHOM;

- pasruialleHue, rnepenaya Win yrpata aTpu0yToB pa3rpaHUUEHHUs JocTymna (Kitouei (JIOTHHOB),
napoJiel, KJIF0YeBbIX HOCUTEIIEH U T. I1.);

- ITHOPUPOBAHUE YCTAaHOBJIEHHBIX MPaBUJI IpU paboTe ¢ THPOPMALIMOHHBIMHU PECYPCaMU;

- IPOEKTHPOBAHUE AJTOPUTMOB 00pabOTKHU JaHHBIX, pa3paboTka MPOrpaMMHOr0 0OeCTIeUeHHS
C BO3MOXXHOCTSIMH, TIPEJICTABIISIONIMMHE OMACHOCTh Uil (YHKIMOHHPOBAHUS WH(GOPMAIIMOHHBIX
cucTeM U nHpopMalMoHHOH Ge3omacHocTH Opranuzanuy;

- TepechUIka WHGOpPMAIMU IO ONIMOOYHOMY JJIEKTPOHHOMY ajpecy (YCTpOWCTBa); BBOJ
OLIMOOYHBIX JTAHHBIX;

- HEOCTOPOXKHasl Mopya HocuTenel nHpopmalnu;

- HEOCTOPOXKHOE MOBPEXKICHNE KAaHAJIOB CBSI3U;

- HEIpaBOMEPHOE OTKJIIOYEHHE OOOpYIOBAaHUS WM U3MEHEHHE PEXUMOB PaOOTHI 3JIEMEHTOB
MH(POPMAIIMOHHBIX CHUCTEM;

- 3apakeHHe KOMIIbIOTEPOB BUPYCAMU;

- HECAaHKIIMOHUPOBAHHBII 3aIlyCK TEXHOJOIMYECKHX MPOrpamMM, CIIOCOOHBIX BBI3BATh MOTEPIO
paboTOCITOCOOHOCTH 3JIEMEHTOB HH(MOPMAIIMOHHBIX CHUCTEM WM OCYIIECTBISIONMNX HEOOpaTHUMBbIC
B HUX HM3MeHEHus ((popMaTHpoBaHHWE WU PECTPYKTYpU3ALUIO HOCUTENeH WHopMaluu, ynaleHue
JTAHHBIX );

- HEKOMIIETEHTHOE HCIIOJIb30BaHUE, HACTPOWKA WM HENPABOMEPHOE OTKIIIOYEHHE CPEJCTB
3aIUTHI.

442. Ilytn peanu3auuu TpeIHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTHBHBIX) YIpo3
MH(OPMALIMOHHON OE€30MaCHOCTH.

OCHOBHBIE BO3MOXXHbI€ MYTH YMBIIUIEHHOW Je30praHu3alnuu padoThl, BBIBOAA 3JIEMEHTOB
WHPOPMAIIMOHHBIX CHCTEM W3 CTPOs, HECAHKIMOHMPOBAHHOTO JOCTynma K WHpOpManuu
(C KOPBICTHBIMU LIETISIMH, 110 MPUHYKICHUIO, U3 )KETaHUSI OTOMCTHUTH):

- yMBIIUJIEHHbIE JEWCTBUSA, MNPUBOJAIIME K YAaCTUYHOMY MWJIM IIOJHOMY HApYyLICHUIO
(YHKIMOHATBHOCTH JIEMEHTOB MHPOPMALMOHHBIX cucTteM Opranu3aium;



- IENCTBUS N0 Je30praHu3auuu GyHKIIMOHUPOBaHUS MHPOPMAIIMOHHBIX cucTeM OpraHu3anuu,
XHUIIEHUE DJIEKTPOHHBIX JOKYMEHTOB W HOCUTeNed uH(pOpMalMK; HECaHKIMOHHUPOBAHHOE
KOIMMPOBAHUE 3JIEKTPOHHBIX JOKYMEHTOB U HOCUTENEH MH(pOpMaIuy;

- YMBIIIJICHHOE UCKa)XKeHUE HH(OpMaIK, BBOJI HEBEPHBIX JIaHHBIX;

- OTKJIFOYEHHE WJIM BBIBOJI U3 CTPOS MOACUCTEM olecredeHrs GyHKIMOHUPOBAHUS DJIEMEHTOB
MH(POPMALIMOHHBIX CHUCTEM (DJIEKTPONUTAHMS, OXJTAKACHUS W BEHTWIALMHU, JUHUK M anmaparypsl
CBSI3H);

- IepeXBaT JaHHbIX, IEPEJaBAEMBIX 110 KaHAJIaM CBSI3U U UX aHAJIN3;

- HE3aKOHHOE IMOJIy4eHHE aTpuOyTOB pasrpaHUuEHUsi JAOCTyNa (UCIONb3ysd XalaTHOCTb
0JIb30BaTeNeH, MyTeM MOIIENKH, 10A00pa Napois);

- HECAaHKIIMOHMPOBAHHBIN JOCTYI K pecypcaM HH()OPMAIMOHHBIX CUCTEM C pabo4MX CTaHLUH
aBTOPU30BAaHHBIX CYyOBHEKTOB JIOCTYIA;

- XMILEHUE WIN BCKPHITHE MH(POB KPUNTOZAIMUTH HHPOPMALIUH;

- BHEIPEHUE alnapaTHbIX U MPOTPaMMHBIX 3aKJIAJJOK C LEIbI0 CKPBITHO OCYIIECTBIATH JOCTYII
K HHQOpPMAIIMOHHBIM  pecypcaM MM  Je30praHu3anuud  (YHKIMOHUPOBAHHS  3JIEMEHTOB
nH(OPMAaLMOHHBIX cucTeM OpraHu3aluu;

- HE3aKOHHOE HCIIOJIb30BAaHHE AJIEMEHTOB WH(pOPMALMOHHBIX CHCTEM, HapylIalollee IMpaBa
TPETHUX JIUII;

-  IOpUMEHEHHE TMOJACIHYIIMBAIOLIUMX  yCTPOMCTB, (OTO U  BUAECO CbEMKa  JJIA
HECaHKLMOHUPOBAHHOTO CheMa UH(OPMAIIHH.

4.5. Ilytu peanu3anuy OCHOBHBIX €CTECTBEHHBIX YIp03 HHPOPMALMOHHON 0€301MacHOCTH:

- BBIXOJ U3 cTpos 00opynoBaHusi MHGOPMAIMOHHBIX CUCTEM U 00OpyIOBaHUS 00ecreYeHUs
ero GyHKIIMOHUPOBAHHS,

- BBIXOJ] U3 CTPOSI UJTM HEBO3MOXKHOCTh MCIIOJIb30BAHUS JIMHUHN CBSI3H;

- I0’Kaphl U CTUXUKHBIE O€1CTBHUSL.

4.6. Mopenb BO3MOXKHBIX HAPYILIUTEIICH.

4.6.1. Tunsl HapyIIUTENEH:

C yuyeToM KaTeropuu Juil, MOTUBAIMU, KBATU(DUKALIMHU, HATWYHS CHIEIMATIbHBIX CPEJCTB:

HexomneTeHnTHBI (HEBHMMATENbHBINA) TMOJb30BaTeNh — paboTHUK Opranuzanuu (Win
MOJIpa3/ieIeHus] BHEIIHEW OpraHu3aliiy, 3aHUMaromeiicss 00CIy)kuBaHueM MH()OPMAIIMOHHBIX CUCTEM
Opranuzanuun), MOpeANPUHUMAIOIIMNA TOMBITKA BBIMOJIHEHUS 3alpellieHHbIX JeMCcTBUM, AocTyma
K 3alUIAeMbIM pecypcaM HMH(GOPMAIIMOHHBIX CHUCTEM C MPEBBIIICHHEM CBOMX IOJIHOMOYMM, BBOjA
HEKOPPEKTHBIX JITaHHBIX, HAPYIICHUS MPaBUJ U PEriiaMeHTOB paboThl ¢ MH(pOpManuen, TeHCTBYS MO
omKnOKe, HEKOMIIETEHTHOCTH WM XalaTHOCTH 0e3 yMbICAa M MCIOJB3YIOIIMN IMPH 3TOM TOJIBKO
LITaTHBIE CPE/ICTBA.

Jlrobutens — paboTtHUK OpraHuzanuu (WIM HOJApPAa3/eNeHUs] BHEIIHEH opraHus3aluu,
3aHMMaroILEecsl 00CTy)KUBaHNEM HUH(POpPMaIIMOHHBIX cucTeM OpraHu3alyiu), NbITAIOMUNCS HApYIIUTh
CHCTEMY 3allUThl 6€3 KOPBICTHBIX LeJIeH, YMbICIIAa WIH JJIsi CAMOYTBEPKACHUS.

[Ipy 3TOM HCHONB3YIOTCS PA3JIMYHBIE METOJABI IMOJYYEHHS JONOJHUTENBHBIX MOIHOMOYUN
JOCTyNa K pecypcaM, HEIOCTaTKHM B IOCTPOEHUU CHCTEMBI 3aIMTHl M JIOCTYIIHBIE €My UITaTHbIE
cpelacTBa (HECAaHKIIMOHUPOBAaHHBIE NEHCTBUS IOCPEACTBOM MPEBBIIIEHHUS] CBOMX ITOJHOMOYHUI Ha
HCIOJIb30BAHNUE PA3pEIIEHHBIX CPEJCTB), HEIUTATHbIE HWHCTPYMEHTAIbHBIE U TEXHOJOTHYECKHE
MpPOrpaMMHBIE  CPEICTBA, CAaMOCTOSITENIbHO pa3paboTaHHbIE MpPOrpamMMbl WM  CTaHIapTHHIE
JIOTIOJIHUTENbHBIE TEXHUYECKHE CPENICTBA.

BHyTpenHuit (BHEIIHUN) 3710YMBIIIIEHHUK — aBTOPU30BAaHHBINA CyOBEKT AOCTYMA (IOCTOPOHHEE
JIMI0) JAEUCTBYIOIIMHA IIE€J€HANpPaBIeHHO (B TOM 4YHCJIE B CrOBOpE C JIMLAMH, HE SBISIOIIUMUCS
pabotHukamMu Opranuzanuu). IIpu 3TOM HCHOIB3YIOTCS METOJBI U CPEACTBA B3JIOMAa CHCTEMBI
3alMThI, BKIIIOYAsi areHTYpHbIE METOJbI, TACCUBHBIE CPEACTBA (TEXHUYECKHUE CPENICTBA IEPEXBaTa),
METOJIbl M CpEeICTBa aKTUBHOTO BO3JEHCTBHS (MOAM(UKALUS TEXHUYECKUX CPEICTB, MOIKIIOYCHHE
K KaHaJlaM IIepelayu aHHBIX, BHEAPEHUE MPOTrPaMMHBIX 3aKJIAJO0K U MCIOJIb30BAaHUE CIELUAIBHBIX
MHCTPYMEHTAJIBHBIX M TEXHOJOTMYECKUX MpOorpaMM), a Takke KOMOWHAIUU BO3IEHCTBHIA, Kak
U3HYTPH, TaK ¥ n3BHe Opranuzanuu.

4.6.2. BuyTpeHHUE HapyIIUTENN:



BHyTpeHHUM HapymuTesleM MOXKET ObIThb JIMLIO U3 CIEIYIOIUX KaTeropuii pabOTHHUKOB
Opranuzanuu:

- 3apErMCTPUPOBAHHBIE IMOJIb30BATENN U MEPCOHAN, 00CIYKMBAIOIUN TEXHUYECKHUE CPEICTBA
nH(pOpMaMOHHBIX crcTeM OpraHu3aium;

- pabOTHUKH, B TOM 4HCIE€ PYKOBOJUTEIM, HE SBISIIOIIMECS 3aperucTpUPOBAHHBIMU
MOJIb30BATESIME M HE JOMYLIeHHbIE K MH(OpMaIMOHHBIM pecypcam OpraHuzanui, HO HMEIOLIHE
JOCTYH B 3aHus ¥ nomeuieHus Opranusanuy;

- paOOTHHKH, B TOM YHCIIe PYKOBOJUTEIH, 33JIeHiCTBOBAHHBIE B Pa3pab0OTKE U CONMPOBOKACHUHU
IIPOrpaMMHOr0 00eCreueHHs..

4.6.3. Bueuinue HapylmuTenu:

BrewnuMm HapymuTeneM MOXKET ObITh JIMLIO U3 CIEAYIOLUX KaTerOpuil:

- pabotHuku OpraHu3anuy, ¢ KOTOPIMM IIPEKpallieH (PacTOPrHyT) TPYIOBOM AOIOBOP;

- TpPEACTaBUTENIM BHEIIHUX OpTaHU3alMii, 3aHUMAIOLUIUXCS pa3pabOTKOH, IOCTAaBKOMH,
PEMOHTOM U 00CITY’)KHBaHUEM 3JIEMEHTOB UH(POPMALIMOHHBIX CUCTEM;

- WIEHBI PECTYIIHBIX OPraHU3aLMI W JIMLA, IEHCTBYIOIINE 10 UX 33/1aHUIO;

- JIMUA, CJIy4yallHO MM YMBINUIEHHO IPOHMKIINE B JIOKAJbHYIO BBIYHCIUTEIBHYIO CETh
Opranuzanuu U3 BHEITHUX TEJIEKOMMYHHMKAIIMOHHBIX CETEH (XaKephl);

- aAMMHHMCTPATOPBl aBTOMAaTU3UPOBaHHBIX cucTteM OpraHus3anuu, UMEONINE HeOrPaHUYEHHBIN
JIOCTYN K MH(GOPMAIMOHHBIM pecypcaM KOMIIOHEHTOB KOPIOPATUBHOW WH(MOPMAIIMOHHON CHUCTEMBI.
AJZIMUHUCTPATOPbl aBTOMAaTU3MPOBAHHBIX CHCTEM MOI'YT OTHOCHUTBbCS KaK K BHEIIHUM, Tak U K
BHYTPEHHUM HapyILIUTEISIM.

4.7. YTeuka HHPOPMALIUY 110 TEXHUYECKUM KaHaJaM.

[Ipu mpoBeneHUH MEPONPUSITHH U ASKCIUTyaTallMM TEXHUYECKHX CPEJCTB YCTaHABIIMBAIOTCS
ClieyIOIlMe KaHajbl YTEYKM WIM HapyIIeHUs LEJIOCTHOCTH HMH(OpManuu, HapylIeHus
paboTOCTIOCOOHOCTH TEXHUYECKHUX CPEJICTB!

- NMOOOYHbIE 3JIEKTPOMArHUTHBIE H3Iy4€HUS HH(POPMATUBHOIO CHTHaJA OT TEXHUYECKHUX
cpeactB OpraHu3anuu 1 JMHUHN niepeaadn HHPopMalLuy;

- HaBOJAKM MH(OPMATHBHOIO CHTHaJla, 00pabaThIBA€MOro TEXHUYECKHMMH CpEICTBAMU
JIOKQJIbHOM BBIYMCIUTENbHON ceTn OpraHu3anuy, Ha NMPOBOJA U JIMHUHU, BBIXOJSILIME 3a IPEIEIIbI
KOHTPOJIMPYEMOH 30HbI OpraHuzanuy, B T.4. Ha LENHU 3a36MJIEHUS U 2JIEKTPOIIUTaHUS;

- DJIEKTPUYECKUE CUTHAIIBI WM PaMOU3IydeHHs], 00yCIOBICHHbBIE BO3JIEHCTBUEM Ha CPE/ICTBA
nepeayy MHPOPMALMU BBICOKOYACTOTHBIX CUTHAJIOB, CO3/JaBa€MbIX C ITOMOIIBIO pa3Be/bIBATEIbHON
anmnapatypsl, o 3Qupy U NpoBOJaM, JUO0 CUTHAJIOB MPOMBIIIIEHHBIX PAaAUOTEXHUYECKUX YCTPOUCTB
(pazuoBemiaTenbHbIE, PAIMOIOKAIMOHHBIE CTAHLIUHU, CPEJCTBA PAJUOCBA3ZU U T.I1.), U MOAYJIALUEH MX
MH(OPMATUBHBIM CUTHAJIOM;

- aKyCTHYeCKOoe U3JIydyeHHe UH(POPMATUBHOTO pPEYEBOIO CHUTHAjla WJIM CHUTHala,
00yCIIOBJIIEHHOTO (YHKIIMOHUPOBAHUEM TEXHUUYECKUX CPEACTB 00pabOTKU MH(OPMALINN;

- 2JIEKTPUYECKHUE CUTHAJbI, BOSHUKAIOIIME MOCPEACTBOM MpeoOpa3oBaHUs WH(GOPMATUBHOTO
CUTHaja M3 AaKyCTUYECKOro B  DJJEKTPUUECKUH 3a c4eT MukpopoHHoro sddexkra u
pacrpocTpaHsIoNIMecs M0 IPOBOJAM U JIMHUAM Nepeadu HHpOopMaIuy;

- BUOpAIMOHHBIE CUTHAJBI, BOHHMKAIOIIME MOCPEICTBOM IpeoOpa3oBaHus MH(POPMATUBHOTO
aKyCTHMUYECKOTO CHUTHajla IPHU BO3JEHCTBUM €r0 Ha CTPOUTEIbHBIE KOHCTPYKLIMH W HHKEHEPHO-
TEXHUYECKHEe KOMMYHHKAIUH BBIJIEICHHBIX TOMELECHUI;

- BO3/JICHICTBUE HA TEXHUYECKHE UM MPOTPaMMHBIE CPEJCTBA B LIEJIAX HAPYIIECHUS IETIOCTHOCTH
(YHUYTOXKEHMSI, UCKaXeHHUs])) HH(GOpMaluu, paboTOCIIOCOOHOCTH TEXHHUYECKHUX CpEACTB, CPENICTB
3alIUThl MH(OPMAIUK, aJpeCHOCTH M CBOEBPEMEHHOCTH HH(OPMAIMOHHOTO OOMEHa, B TOM YHUCIIE
AJIEKTPOMAarHUTHOE, 4Yepe3 CHEIUAJbHO BHEAPEHHBbIE JJIEKTPOHHBIE M IPOTrPaMMHBIE CpEACTBA
(«3aKmamKkmn»);

- mepexBaT MH(pOpPMAIMN WIK BO3/IEHCTBHE HA HEE C MCIOJIb30BAHUEM TEXHHUYECKHUX CPEICTB
MOJKET BECTUCh HETOCPEACTBEHHO W3 3/IaHUH, PacloyiOKEHHBIX B HEMOCPEACTBEHHON OIM30CTU OT
00BEKTa, MECT BPEMEHHOro MNpeObIBaHUSA, 3aUHTEPECOBAHHBIX B IepexBaTe HHQOpPMAIMHM MU
BO3JCHCTBUM Ha Hee JMI NpH MOcelleHnn UMM OpraHu3alnuy, a TakKe C IOMOIIbI CKpPBITHO
YCTaHABJIMBAEMON aBTOHOMHOM aBTOMAaTHYECKOM anmaparyphl.



V. OcHOBHbIE IPUHIUINBI IOCTPOEHUS CUCTEMBbI 00ecreYeHust
HH(}OPMaNMOHHOM 0€30IacHOCTH

[TocTpoenue cucteMbl oOecriedueHuss WHpopManmoHHON Oe3omacHocTH OpraHu3anuu U ee
(YHKIMOHMPOBAHUE JIOJDKHBI OCYHIECTBISTHCA B COOTBETCTBUU CO CIEAYIOIIMMH OCHOBHBIMHU
MIPUHIIUIIAMU:

5.1. 3aKOHHOCTb.

[Ipenmonaraer OCyIIECTBICHHE 3alIUTHBIX MEPONPUITUNA M Pa3pabOTKy CHUCTEMBI 3alllUThI
uHpopmanun OpraHu3alid B COOTBETCTBHH C JCHWCTBYIOIIUM 3aKOHOJATEIBCTBOM B 00JacTh
uHpopmanuu, uHGopMaTU3aMKU U 3aIIUTH UHGOPMAIUHU, a TaKXKe APYTUX HOPMATHUBHBIX aKTOB IO
nH(OPMALIMOHHON 6E€30MaCHOCTH, YTBEPKICHHBIX OpraHaMH roCy1apCTBEHHOM BIACTH.

[TpunsTeie Mepbl MHPOPMAMOHHOW OE30MAaCHOCTH HE JIOJKHBI IMPENATCTBOBATH JIOCTYILY
MIPaBOOXPAHUTENIbHBIX OpPraHOB B MPEAYCMOTPEHHBIX 3aKOHOJATENIbCTBOM Clydasix K pecypcam
KOHKPETHBIX HH(POPMALIMOHHBIX cUCTeM. Bce monbp3oBarenu nH(GpOpMaMoHHBIX cructeM OpraHu3aiu
JOJKHBI UMETh MpeICTaBlIeHHE 00 OTBETCTBEHHOCTH 3a IPABOHAPYIICHUS B 00J1acTH HHGOpMaIUH.

5.2. CUCTEMHOCTb.

CucTeMHBIN MOAXOA K MOCTPOCHUIO CHUCTEMbI obOecriedeHusi NHPOPMAIIMOHHON 0e30MacHOCTH
B Opranuzanuu npeanosaraeT yuyeT BCeX B3aMMOCBA3aHHbBIX, B3aUMO/ICHCTBYIOIINX U U3MEHSIOLINXCS
BO BPEMEHH D3JIEMEHTOB, YCIOBUN U (DaKTOPOB, 3HAYUMBIX IS MOHUMAaHHUS M PEUICHHS MPOOIEeMbI
obecriedenuss mHbopMannoHHOH Oe3zomacHoctn Opranum3anuu. [Ipuw co3maHUM CUCTEMBI 3aIlIUTHI
YUUTBHIBAIOTCS BCE cllabble W Hambojee ysA3BHUMbIE MecTa MH(POpMAMOHHBIX cucTeM OpraHuszaiuu,
a TaKk)Ke XapakTep, BO3MOKHBIE O0BEKTHI M HAIIPABJICHHUS aTaK HAa HE€ CO CTOPOHBI HAPYIIUTEICH, TyTH
HECaHKLMOHUPOBAHHOTO JnocTyna K uHpopMmaruu. CucTtemMa 3alluThl JOJKHA CTPOUTHCS C Y4ETOM
BO3MO>XHOCTH MOSIBJIEHUS IPUHIUIIMAIBHO HOBBIX IyTE€H peain3anuu yrpo3 0€301acHOCTH.

5.3. KoMIIIEKCHOCT.

KommiekcHOe MCIONb30BaHWE METOAOB M CPEACTB 3aIIUThl HWH(MOPMAIMOHHBIX CHCTEM
MIpPEJINoJiaraeT COrJaCOBaHHOE MPUMEHEHUE MPOrPaMMHBIX M TEXHUYECKUX CPEJACTB MPH MOCTPOSHUHN
LIEJIOCTHOW CUCTEMBI 3allUThI, IEPEKPHIBAIOLIEH BCE 3HAUMMBbIE KaHAJIbl peajiu3allui yrpo3. 3auura
JIOJDKHA CTPOMUTBHCS SIIETOHUPOBAHO. BHEmHsAsA 3amuTa J0KHA 00ecrednBaThesl (U3NYECKUMU
CpEICTBaMH, OPraHU3allMOHHBIMU U MPABOBBIMU MEPaMH.

5.4. HenpepbIBHOCTD 3alUTBHI.

Jns  obecnedyeHuss O3TOr0 NpPUHLMIIA HEOOXOJMMa  IOCTOSIHHAs — OpraHU3allMOHHAS
(amMHHMCTpaTUBHAs) MOAJIEP’KKa (CBOEBpEMEHHAsh CMEHa U oOeclieyeHue MPAaBUIBHOIO XpPaHEHUsS U
MPUMEHEHUs] MMEH, Tapojiel, kirouell mumdpoBaHus, nepepacnpeneneHne noinomounii). [lopsmok
MOJy4eHUs JIOCTyma K HH(QOPMAIMOHHBIM pecypcaM  perjiaMeHTHPYETCS B JIOKAIbHBIMU
HOPMAaTUBHBIMH aKTaMH U OpraHU3aIllMOHHO-PACIOPAIUTENbHBIMU JOKyMeHTaMu OpraHu3aiuu.

5.5. CBOEBpEMEHHOCTb.

[Ipeamonaraercss  ynpexaaoIuii — xapaktep Mep  obOecreueHuss  HUHPOPMAIUOHHOMN
0€30IaCHOCTH, TO €CTh ITOCTAHOBKA 3a/1a4 MO KOMITJIEKCHOM 3aluTe HHPOPMALMU U peanu3anus Mep
oOecnieueHns 0Oe30macHOCTH HH(OpPMAMM HAa PaHHUX CTAgusAX pa3paboTKu WH(GOPMALMOHHBIX
cucreM. Pa3paboTka cuCTeMBbI 3allMThl BEAETCS MapajlieIbHO C Pa3pabOTKOM M pa3BUTHEM caMOi
MoIeKaIIEeH 3amuTe HHHOPMAITMOHHOW CHCTEMBI.

5.6. [IpeeMCTBEHHOCTD M COBEPILIEHCTBOBAHHUE.

[IpenmonaraeT MOCTOSHHOE COBEPILIEHCTBOBAHUE MEp M CPEACTB 3alIMThl MH(OpMaLUU Ha
OCHOBE IPEEMCTBEHHOCTH OPTaHU3AllMOHHBIX U TEXHUYECKUX PEIIEHUH, KaJpOBOrO COCTaBa, aHAIN3a
(GbyHKIIMOHMPOBaHUS UHPOPMAIIMOHHBIX crucTeM OpraHu3anui U cucTeM MHGOPMAIlMOHHOMN 3allUTHI C
y4ETOM M3MEHEHUH B METOJIaX M CPEACTBaxX NepexBaTa MH(pOpMalUK, HOPMAaTHUBHBIX TPeOOBAHUH 11O
3alUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eKHOT0 ONbITa B 3TOM 001acTH.

5.7. IlepcoHanbHast OTBETCTBEHHOCTb.

[Ipenmonaraer  BO3JIO)KEHHWE  OTBETCTBEHHOCTH 3a  oOecredeHne  HHQPOPMAIMOHHOM
0€30IacHOCTH Ha KaX10ro paboTHHKa OpraHu3anuu B Mpejenax ero noJHoMouuid. B cooTBercTBUu €
STUM NPUHLHMIIOM paclpeaeseHrue npaB M 00sf3aHHOCTEH paOOTHHKOB CTPOMUTCS TakuUM 00pazom,
yToObl B cCly4yae JII0OOOr0 HApYUICHHs Kpyr BHHOBHHKOB OBUI YETKO H3BECTEH WJIM CBEIEH
K MUHUMYMY.

5.8. MunuMuU3anus NoJHOMOYUN.



[Ipenmonaraer npeaocTaBiIeHUE OIb30BATENISIM MUHUMAIBHBIX MPaB JOCTYIa B COOTBETCTBUU
co ciyxe0HOU HeoOxomuMocThio. JlocTyn K MHGOpPMAIUU JTOJKEH MPEAOCTaBISATHCS TOJIBKO B TOM
ciydae U oO0bEMeE, €eciau 3TO HEOOXOAMMO pabdOTHUKY JJisi BBIIOJHEHUS €ro JOJKHOCTHBIX
00s13aHHOCTEH.

5.9. I'nbGkocTh cucTeMbl HHOOPMAITMOHHOM 0€301TaCHOCTH.

[Ipenmonaraer CcrnocoOHOCTh CHUCTEMBI WH()OPMAIMOHHOW OE30MacHOCTH pearupoBaTh Ha
W3MEHEHUs BHEIIHEW Ccpeapl M YCIOBUM ocyliecTBieHns OpraHu3anuedl CBOEH JesTEIbHOCTH.
B 4mnciio Takux U3MEHEHHI BXOMAT:

- I3MEHEHHUSI OPTraHU3alMOHHOM U IITAaTHON CTPYKTYphl Opranusaium;

- U3MEHEHHUE CYIIECTBYIOUIMX WM BHEIPEHHE NPUHLHUIHUAIBHO HOBBIX HH(GOPMAIMOHHBIX
CHUCTEM,;

- BBO/J] B OKCIUTyaTallMI0 HOBBIX TEXHUYECKUX CPEJICTB.

5.10. IIpocToTa mpuMeHeHust CPECTB 3aALUTHI.

MexaHu3mMbl U METOJIbl CHCTEMBI 3alIUThl MH(OPMALMU JOJKHBI OBITH MOHSITHBI U MPOCTHI
B UCIOJIb30BaHUU. [IpMEHEHHE CPEICTB M METOJIOB 3aIUTHI HE CBSI3aHO CO 3HAHWEM CIICIUATBHBIX
SI3BIKOB WJIM C BBIMIOJIHEHUEM JEHCTBUI, TPeOYIOMMX 3HAYUTEIbHBIX TOMOJIHUTEIBHBIX TPYAO3aTpaT
pu OOBIYHON paboTe 3apEeTMCTPUPOBAHHBIX IMOJIB30BATENICH, a TaKKe HE TPEOYeT OT MOJIh30BaTEIIs
BBITIOJTHEHUS] MAJIOTIOHSATHBIX €MY OTlepaliuii.

5.11. OG0CHOBaHHOCTh ¥ TEXHUYECKAS PEAIN3yEMOCTb.

[Ipenmonaraer, 4To0 MHGOPMALMOHHBIE TEXHOJIOTHH, TEXHUUYECKHUE U MPOrPaMMHBIE CPEICTBA,
CpeICTBAa M MEphI 3aIIUThIl MHMOOPMAIMK PEATU3IYIOTCS HA COBPEMCHHOM TEXHHYECKOM YPOBHE U
00OCHOBaHBI ISl JOCTHXKEHHUS 3a/laHHOTO YPOBHS 0€30MacHOCTH WHGOpMAlMd U 3KOHOMUYECKOU
1[eIecoo0pa3HOCTH, a TakKKe COOTBETCTBYIOT — YCTaHOBICHHBIM HOpPMaM U TPEOOBAHHIM
1o 6€30macHOCTH HH(POPMAIIUH.

5.12. Cnenunanuzanus 1 npoeccuoHaIu3M.

[Ipenmonaraer mpuBieYeHUE K pa3pabOTKe CPEICTB M pealn3alli Mep 3allUThl HHPOPMAIIH
CHCIIMATM3UPOBAHHBIX OPTraHU3alUi, HAan0OJIee TIOrOTOBICHHBIX K KOHKPETHOMY BHIY JESTEIHLHOCTH
o obecreueHnto 0e30MacHOCTH HH(POPMAIIMOHHBIX PECYPCOB, HMEIOIINX OMBIT MPAKTUYECKON pabOThI
U TOCYJApCTBEHHYIO JIMIICH3WIO HA TMIPaBO OKa3aHWsS YyCIAyr B O3TOH oOiactu. Peammzanus
aJIMMHHUCTPATUBHBIX MEp M OJKCIUTyaTallus CPEICTB 3alIUThl OCYIIECTBISIETCS MPOPECCHOHATHHO
MOJITOTOBJICHHBIMU CTICIIHATUCTAMH 3Tl HH(DopManuu OpraHu3aiiny.

5.13. O6s13aTeNbHOCTD KOHTPOJISA.

[Tpenmosiaraer 0053aTeNBHOCTh W CBOCBPEMEHHOCTH BBISBICHUS W TPECEUYCHUS IOIMBITOK
HapyIIEeHUs YCTAaHOBJICHHBIX MpaBui obecreueHus 6e30MmacHOCTH UH()OPMALIUH.

KoHTponb 3a JesITeNbHOCTBIO JIFOOOTO TOJIE30BATENs, KaXKJIOTO CpPEICTBA 3allUTHl U B
OTHONIICHUU JIOO0TO OOBEKTa 3aIMTHl OCYIIECTBISETCS HAa OCHOBE NPUMEHEHHUS CpPEICTB
ONIEPAaTHBHOTO  KOHTPOJSI M  PETUCTPAlMM W OXBaThIBACT  CAHKIMOHUPOBAaHHBIE U
HECaHKLIMOHUPOBAaHHBIC JCHCTBHUS mMOJb30BaTenell. BroisBieHHble paboTHukamu OpraHuzanuu
HEJOCTAaTKW CHUCTEMBI 3allUThl HHPOPMAIMH JIOBOAATCS IO CBEJCHUS HEIOCPEICTBEHHOTO
pykoBoauTens. O CylIeCTBEHHBIX HEJJOCTAaTKax cooliiaeTcs pykoBoauTennto Opranu3alium.

VI. Mepsl, MeToabI B cpeacTBa obecnevyeHust HHPOPMAMOHHOI 0e301aCHOCTH

6.1. Mepsbl obecrieuenrss ”HPOPMAITMOHHON 0€30MacHOCTH.

6.1.1. K 3axoHO/aTeIbHBIM (TIPAaBOBBIM) MepaM obecrieueHust HH(PpOpMaIMOHHON 6e3011acCHOCTH
OTHOCATCS JercTByromue B Poceniickoit @enepanny 3aKOHOAATENBHBIE U NHBIE HOPMAaTHBHBIE AKTHI,
periaMeHTHpYIOIe NpaBuiIa oOpalleHus: ¢ MHpOopMaluel, 3aKperuisionme npaBa U 00sS3aHHOCTH
Y4aCTHUKOB MH(OPMALMOHHBIX OTHOILIEHUH B Mpolecce ee 00pabOTKH U HCIIOJIb30BAHUSA, a TaKXkKe
yCTaHaBJIMBAIOIIME OTBETCTBEHHOCTh 3a HApyIIeHHs 3TuX mnpaBui. I[IpaBoBble Mepbl obecrieueHus
MH(POPMAITMOHHON 0€30MaCHOCTH HOCAT YIPEXKTAIONINN, MPO(UIaKTUUECKUI XapakTep U TpeOyroT
MOCTOSIHHOM ~ pa3bsCHUTENBbHON pPabOTBl C TOJB30BATENSIMU M OOCIYXHBAIOIIUM MEPCOHATIOM
nH(pOpMaLMOHHBIX cucTeM OpraHu3anuy.

6.1.2. K TexHONOrHUeCKUM Mepam obecredeHns: HHHOPMAIIMOHHON 0e30MacCHOCTH OTHOCSATCS
TEXHOJIOTUYECKHE PEIICHUSI U IIPUEMBI, HAIIPABJICHHBIC HA YMCHBIICHUE BO3MOKHOCTH COBEPIICHHS



pabotHukamMu OpraHuzalnuy OIMOOK M HApyIIEHWH B paMKaxX IMpPeIOoCTaBIEHHBIX UM TMpaB U
MMOJTHOMOYHH.

6.1.3. OpranuzanuonHple (aAMUHHUCTPATUBHBIE) Mephl obecrieueHuss WH(POPMAIMOHHON
0€30MaCHOCTH — 3TO MEpbl OPraHU3alMOHHOTO XapakTepa, PperjJaMEeHTHUPYIOIIUE IPOLECCHI
(YHKIIMOHUPOBAHUSI CHUCTEMBbI OOpPaOOTKM [IaHHBIX, MCIIOJIB30BAaHHE €€ PECypCcoB, JEATEIbHOCTH
00CITy>)KMBAIOIIETO TIEPCOHANA, a TAKKE MOPSIOK B3aMMOACHCTBHS MOJIB30BATENEH C CUCTEMON TaKUM
o0Opa3om, 4ToObl B HauWOOJbLICH CTENEHH 3aTPYJHUTH WU HCKIIOYUTH BO3MOKHOCTH peallu3aluu
yrpo3 0e30MacHOCTH WM CHHU3UTH pa3Mep MOTeph B ciiydae uxX peanuzanuu. OpraHu3alliOHHBIMUA
(aIMHUHUCTPATUBHBIMH ) MepaMu obecrieueHus] THHOPMAITMOHHOW 0€301TaCHOCTH SIBJISTFOTCS:

- permamMeHTanus nocryna B 3ganue Opranusanuu;

- periiaMeHTanus J0MycKa pabOTHHUKOB K MCIIOIB30BAHUIO HHPOPMALIMOHHBIX PECYPCOB;

- aHanu3 TpeOOBaHMI K DJJIEMEHTaM CHCTEeMbl Ha OCHOBE 3asBOK IIOJIb30BaTelel Ha
o0CITy>)KUBaHHE U MOAM(PHUKAIINIO alllIApaTHBIX M MIPOrPAMMHBIX PECYPCOB;

- o0ecrieueHHe W KOHTPOJb (U3HUYECKOW IIEJIOCTHOCTH (HEU3MEHHOCTH KOH(UTypaIrnm)
CpPEeACTB BBIYUCIUTENHHON TEXHHUKH;

- 00y4eHue MoJIb30BaTeNe; e TEILHOCTH 110 00eCIIeUeHN0 UHPOPMAIIMOHHOM 0€30MacHOCTH;

- ycioBusi 00pabOTKM WHGOPMAIMOHHBIX PECYPCOB KOH(MHUACHIIMAIBLHOTO XapakTepa,
OTBETCTBEHHOCTh 32 HapYIICHHs YCTAHOBJICHHOTO IMOPSAJIKA TMOJIb30BaHUS HH(POPMALMOHHBIMU
pecypcamu OpraHu3aiui.

6.1.4. ®usuyeckue wmepbl obecrieueHus WHGOPMAIMOHHON O€30MACHOCTH OCHOBaHbI Ha
MPUMEHEHUH MEXaHHUYECKUX, JIEKTPOHHBIX WJIHM AJIEKTPOHHO-MEXaHUYECKUX YCTPOUCTB, CIIEIHATBHO
MpeIHa3HAYEHHBIX JUIS CO3/1aHus (PU3NYECKUX MPENATCTBUNA Ha BO3MOXKHBIX MYTSAX MPOHUKHOBEHUS U
JOCTyNa TMOTCHIMAIBHBIX HAPYIIUTENEH K 3JeMEeHTaM HH()OPMAIIMOHHBIX CHUCTEM M 3alUIAaeMOM
nHpopMaIuu.

6.1.5. Texuuueckue (ammapaTHO-IPOrPaMMHBIE) Mepbl oOecnedeHus HH(POpMaLMOHHON
0€30MacHOCTH OCHOBaHBI Ha MCIOJB30BAaHUU SJEKTPOHHBIX YCTPOWCTB M CIEUHUATBHBIX MPOrpaMM U
BBITTOJIHSIONIMX (CaMOCTOSITENIbHO HMJIM B KOMIUIEKCE C JAPYTUMH CpPEIACTBaMHU) (YHKIMH 3aIIUTHI
(upeHTH(UKALMIO M ayTeHTU(HUKAILMIO T0JIb30BaTeNe, pasrpaHMYeHHe JO0CTyla K pecypcam,
perucTpanmio coobITui, KpUNTOrpadhuIecKoe 3aKpbITHE UHPOPMALIIH).

VII. O6s13aHHOCTH ¥ NIPaBa A0JLKHOCTHBIX Ml Opranusanum
1o odecnevyeHu0 HHPOpPMALMOHHOI 6€30NTACHOCTH

7.1. PykoBonutens Opranu3zaiuyd opraHuzyer paboTy Mo MOCTPOSHUIO CUCTEMBbI 00eCTeueHus
uHpopMalMoHHOH Ge3omacHocTH B Opranuszanuu. B yacTHOCTH:

- Ha3HAYaeT OTBETCTBEHHOT'O 3a OpPTaHM3alWI0 HWH(OPMAIMOHHON O€30MacHOCTH W3 dYHCia
coTpyaHukoB Opranusanuu;

- YTBEpXKIAET KPYT JIMI, MMEIONMMX IOCTYN K 3allMIaeMoil MH(pOpMamuu H TMOPSAOK HX
paboThI;

- yTBEpPXKIAeT KOMIUIEKT JIOKyMEHTOB, OIPEACIIONINX TIOJUTHKY B  OTHOIICHHUH
nH(GOPMAIMOHHOM 6e30IacHOCTH U 3alUThl HHPopMaruu B OpraHu3aiiy, a Takxke JIOKaJIbHbIE aKThl,
YCTaHABJIMBAIOIINX TPOLEAYPhI, HANpaBICHHBIE Ha TPEJIOTBpAIlCHWE W BBISIBICHUE HApPYyIICHHN
3aKoHoJarenbeTBa PO.

7.2. OTBETCTBEHHBIN 32 OPTaHU3AIMI0 HHPOPMAIIMOHHON 0€30TTaCHOCTH

- paspalaTbIBaeT  OPraHU3aIMOHHO-PACHOPSANUTENBHBIE  JIOKYMEHTBI IO  BOIIpOCaM
MHPOPMAITMOHHON O0€30MacHOCTH M 3amuThl HHpOpMamuu Tpu €€ o00padoTKe ¢ TOMOIIBIO
MH(POPMAIIMOHHOM CUCTEMBI,

- KOHTPOJIUPYET WCIIOJIHEHUE IPHKA30B W PACHOPSDKEHUH BBINIECTOSIIUX OPTaHU3AIUI 110
BOIpocaM oOecriedeHns: 6e30MacHOCTH HH(POPMaLIUY;

- obecrieynBaeT 3aluTy HHPOPMALNK, HUPKYIUpPYIONIed Ha 00beKTax HHPOpMaTH3aUY;

- IPOBOJIUT CUCTEMATUYECKUN KOHTPOJIb pabOThI CUCTEM 3alllUThl HH(POPMAIH, TPUMEHSIEMBIX
B WH(OPMAIIMOHHOHN CHCTEME, a TAaKXKe 3a BHIITOJIHEHHEM KOMIUIEKCAa OPTaHU3allMOHHBIX MEPOTIPUSTHIA
o obecrieueHuo 0€30MacHOCTH HH(OpMaITIH;

- IPOBOJUT UHCTPYKTAX MOJIb30BaTesIel HHPOPMAIITMOHHON CUCTEMBI;



- KOHTPOJIUPYET BBHIMOJIHCHHE aIMHHUCTPATOPOM HH(MOPMAIIMOHHON CHUCTEMBI O0SI3aHHOCTEH
o obecrevyeHuIo (QyHKIIMOHUPOBAHUS CUCTEM 3allUThl MHPOpMaLUU (HACTPOHKA U CONPOBOXKICHHE
MOJICHCTEMBI YIIPABJICHUS JOCTYIIOM IIOJIb30BaTeNs K 3allUIIacMbIM HH()OPMAMOHHBIM pecypcam
MH(POPMALIMOHHOMN CUCTEMBbI, aHTUBHPYCHAs 3aIlMTa, PE3epBHOE KOMMPOBAHNE NAaHHBIX U T.11.);

- KOHTPOJHMPYET MOPSAAOK Y4€Ta M XpaHEHUS MAIIMHHBIX HOCHTENeH KOH(UACHIMAaTbHON
uH(pOpMAIIHH;

- Y4acTByeT B pabOTax MO BHECEHUIO M3MEHEHUIl B alllapaTHO-IPOTrPaMMHYI0 KOH(UTYpaIHIo
MH(POPMALIMOHHOMN CUCTEMBI,

- OIpedersieT TMOPAAOK M OCYLIECTBISET KOHTPOJIb PEMOHTA CPEJICTB BBIYHCIUTEIBHOM
TEXHHUKH, BXOJAIINX B COCTaB MH(POPMAIMOHHON CUCTEMBI;

- TpPUHUMAET MeEpbl IO ONEPAaTUBHOMY HM3MEHEHHIO TAapojed TNpH YBOJIBHEHUH WIH
HepeMeIIeHNH COTPYIHIKOB, UIMEBILHUX JOIYCK K MHPOPMAIIHOHHOW CHCTEME;

- TpeOyeT YCTpaHEHHs BBISBICHHBIX HapyIIEHUH M HEIOCTATKOB, MaeT O0sA3aTeNbHBIC JUIS
UCTIOJIHeHNUS YKa3aHHUs 10 BOIPOcaM 00ecTiedeH s MOJI0KEHUI HHCTPYKIHMH 10 3amuTe HHpOpManuy;

- TpeOyeT OT pabOTHUKOB MPEACTABICHUS MUCHMEHHBIX OOBSCHEHHUH MO (paKTaMm HapyIICHHs
pe)MMa KOH(UASHINAIBHOCTH;

- B CIyd4ae BBISBJICHHUS MOIMBITOK HECAHKIIMOHMPOBAHHOTO JOCTyNa K HWH(OpPMaIuM WU
MOMBITOK XWIICHUS, KOMMPOBAHMS, U3MEHEHHUS, HE3aMEUINTEIbHO NMPUHUMAET MEphI MPECEUYCHUs U
JOKJIa/IbIBAET pyKoBoauTe o OpraHu3aimm;

- 00 MMeUMXCS HEJOCTaTKaX M BBIABICHHBIX HApYIICHUSAX TPEOOBaHUI HOPMATHUBHBIX U
PYKOBOISIIMX JOKYMEHTOB IO 3aliuTe WHPOpPMAIMK, a TaKKe B YCTAaHOBJICHHBIE CPOKH
MOJrOTABINBACT HEOOXOMMMYIO OTYETHYIO JIOKYMEHTAIlMI0 O COCTOSIHMM paldoT 10 3aluTe
uHpOpManuy.

7.3. HecootBercTBHE npuMeHseMbIX B OpraHu3alid Mep YCTaHOBJICHHBIM TPEOOBaHUSIM WIIH
HOpMaM 1O oOecredeHuo WHGOPMAIMOHHON O0€30macHOCTH W 3ammTe WH(GOpPMAIHHU, SBISETCS
HapylnIeHHeM | BJIEYET aJMUHHUCTPATHBHOE HAaKa3aHHE OTBETCTBEHHBIX JIMI B COOTBETCTBHH
C 3aKOHOJATENILCTBOM PD.

VIII. 3akaounTe/ibHbIE M0JI0KeHHUS.
8.1. IlonoxxeHue BCTymaeT B CUIIY C MOMEHTA €T0 YTBEPKICHHUS.
8.2. IlonoxxeHue sBISETCS JIOKAJIbHBIM aKTOM oOpazoBarenbHOoro OpraHuzanuu. Baecenue
M3MeHEeHMH U onosiHeHni B [TonoxeHne ocyniecTBiaseTcs B HOPSAKE €ro MPUHATHS.
8.3. Hacrosimee IlomoxeHne MOXeT OBITh HM3MEHEHO (JIOMOJHEHO) JOKAJbHBIM aKTOM
oOpazoBaTenbHOro OpraHnusanuy.
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